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If you wish to access any Microsoft Office application from your mobile device, or on any computer 

outside of Kettering Health Network, you must register for Microsoft Multi-Factor Authentication 

(MFA).    

 

If you wish to access Microsoft Outlook (KHN email) on your mobile device, Microsoft MFA is now 

required. Instructions for configuring the Outlook mobile app can be found for iPhone here, and for 

Android here.  

 

In addition, any Kettering employee, with a Kettering 5- or 6-digit ID number or DR number, who 

accesses the KHN Secure Access Portal from a remote location, MUST BE a registered user of 

Microsoft MFA using one of the approved Microsoft MFA authentication methods described below:    

• Push notifications via the Microsoft Authenticator Mobile App (preferred method and most 

secure)     

• A direct phone call to your authentication phone 

How to Register for Microsoft MFA 

1. Download & install the Microsoft Authenticator app for your mobile device in the iPhone (App 

Store) or Android (Google Play Store).  

2. Visit https://aka.ms/mfasetup to begin set up for Microsoft MFA. Please note you are 

encouraged to perform this part of the registration process from a desktop or laptop 

computer.  

3. Sign in with your KHN email address and click Next 

http://access.khnetwork.org/outlook/ios.cfm
http://access.khnetwork.org/outlook/android.cfm
http://access.ketteringhealth.org/
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Faka.ms%2Fmfasetup&data=02%7C01%7CKara.Carnevale%40ketteringhealth.org%7C70c4f5cf53b2489237c708d746767736%7Cacc46e2d4c114f59badaef0bd0ead2cb%7C0%7C0%7C637055346935994872&sdata=Tj%2BM92lPV%2BoDtRKAHgBZiLSV%2Fe8L7QZf%2FxhNuWlnVrI%3D&reserved=0


Microsoft MFA Registration – Microsoft Office & Remote Access 
 

2 
 

 

4. Sign in with your network password and click Next 

5. To continue set up, click Next 

6. Select Security Info from the left navigation pane or from the link in the Security Info block 

 

7. Select Add Method from the Security info page 
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8. On the Add a method page, select Authenticator app from the drop-down list, and then 

select Add. 

 

9. On the Start by getting the app page, select Download now to download and install the 

Microsoft Authenticator app on your mobile device, and then select Next. 

For more information about how to download and install the app, see Download and install the 

Microsoft Authenticator app. 

https://docs.microsoft.com/en-us/azure/active-directory/user-help/user-help-auth-app-download-install
https://docs.microsoft.com/en-us/azure/active-directory/user-help/user-help-auth-app-download-install
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10. Remain on the Set up your account page while you set-up the Microsoft Authenticator app on 

your mobile device. 

 

11. Open the Microsoft Authenticator app, select to allow notifications (if prompted), select Add 

account from the Customize and control icon on the upper-right, and then select Work or 

school account. 
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Note: 

If this is the first time you're setting up the Microsoft Authenticator app, you might receive a 

prompt asking whether to allow the app to access your camera (iOS) or to allow the app to take 

pictures and record video (Android). You must select Allow so the Authenticator app can access 

your camera to take a picture of the QR code in the next step. 

12. Return to the Set up your account page on your computer, and then select Next. 

The Scan the QR code page appears. 

 

13. Scan the provided code with the Microsoft Authenticator app QR code reader, which appeared 

on your mobile device after you created your work or school account in Step 11. 

The Authenticator app should successfully add your work or school account without requiring 

any additional information from you. However, if the QR code reader can't read the code, you 

can select the Can't scan the QR code link and manually enter the code and URL into the 

Microsoft Authenticator app. For more information about manually adding a code, see Manually 

add an account to the app. 

14. Select Next on the Scan the QR code page on your computer. 

A notification is sent to the Microsoft Authenticator app on your mobile device, to test your 

account. 

https://docs.microsoft.com/en-us/azure/active-directory/user-help/user-help-auth-app-add-account-manual
https://docs.microsoft.com/en-us/azure/active-directory/user-help/user-help-auth-app-add-account-manual
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15. Approve the notification in the Microsoft Authenticator app, and then select Next. 

 

Your security info is updated to use the Microsoft Authenticator app by default to verify your 

identity when using two-step verification or password reset. 

 

Change your default security info method 
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If you want the Authenticator app to be the default method used when you sign-in to your work or 

school account using two-factor verification or for password reset requests, you can set it from the 

Security info page. 

To change your default security info method 

1. On the Security info page, select the Change link next to the Default sign-in 

method information. 

 

2. Choose Microsoft Authenticator - notification from the drop-down list of available methods. 

If you're not using the Microsoft Authenticator app, select the Authenticator app or hardware 

token option. 



Microsoft MFA Registration – Microsoft Office & Remote Access 
 

8 
 

 

3. Select Confirm. 

The default method used for sign-in changes to the Microsoft Authenticator app. 

 

For more information, click here to watch a short instructional video created by Microsoft for How to 

Register for Multi Factor Authentication. 

 

 

  

https://web.microsoftstream.com/video/bf900d24-8bd3-4a42-9d95-26548efd190d?list=trending
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Delete your Authenticator app from your Security info methods 

If you no longer want to use your Authenticator app as a security info method, you can remove it 

from the Security info page. This works for all authenticator apps, not just the Microsoft 

Authenticator app. After you delete the app, you'll have to go into the authenticator app on your 

mobile device and delete the account. 

 Important 

If you delete the authenticator app by mistake, there's no way to undo it. You'll have to add the 

authenticator app again, following the steps in the Set up the Authenticator app section of this 

article. 

To delete the Authenticator app 

1. On the Security info page, select the Delete link next to the Authenticator app. 

 

2. Select Yes from the confirmation box to delete the Authenticator app. After the Authenticator 

app is deleted, it's removed from your Security info and it disappears from the Security 

info page. If the Authenticator app is your default method, the default will change to another 

available method. 

3. Open the Authenticator app on your mobile device, select Edit accounts, and then delete your 

work or school account from the Authenticator app. 

Your account is completely removed from the Authenticator app for two-factor verification and 

password reset requests. 

https://docs.microsoft.com/en-us/azure/active-directory/user-help/security-info-setup-auth-app#set-up-the-microsoft-authenticator-app-from-the-security-info-page

